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Active Active Network ConceptNetwork Concept
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Active Active Networks ConceptNetworks Concept

Networks whose actions may be changed during Networks whose actions may be changed during 
operation either by introducing new code into operation either by introducing new code into 

routers (routers (active extensionsactive extensions) or by executing code ) or by executing code 
contained in a packet passing through the contained in a packet passing through the routerrouter

((active packetsactive packets))
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Active Nodes use Active Packets to carry or 
refer to Software and Data
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GoalsGoals

◆◆ Reduce the time required to develop and deploy Reduce the time required to develop and deploy 
new network servicesnew network services

◆◆ Enable Enable ““supersuper--usersusers”” toto develop anddevelop and deploydeploy
services to services to suite suite their particular applications their particular applications 

●● Create a market for smart servicesCreate a market for smart services

◆◆ Platform for experimenting  with network Platform for experimenting  with network 
services and features on a realistic scaleservices and features on a realistic scale
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IPv6IPv6 andand Active Active NetworkingNetworking
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IPv6 IPv6 support for support for ANAN
◆◆ NextNext--header structureheader structure

☞☞ Extensible Extensible optionsoptions: active: active--codecode--carrying optionscarrying options

◆◆ SecuritySecurity
☞☞ safe code loading and safe code loading and activeactive flow processingflow processing

◆◆ Flow labelFlow label
☞☞ efficientefficient perper--flow processingflow processing

◆◆ Routing headerRouting header
☞☞ selectselect active active nodes forward nodes forward & & backwardbackward

◆◆ IPv6 RouterIPv6 Router Alert option Alert option (2 => AN (2 => AN packetpacket))
☞☞ transparency and efficiencytransparency and efficiency
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RequirementsRequirements
◆◆ BothBoth IPv6 andIPv6 and active active protocolsprotocols can be can be used used 

simultaneouslysimultaneously
◆◆ Active nodes can route plain old IPActive nodes can route plain old IPv6v6 datagramsdatagrams

at speed comparable to “passive” IPat speed comparable to “passive” IPv6v6 routersrouters
◆◆ Experiment to gauge costExperiment to gauge cost//benefitsbenefits
◆◆ Scale to very large Scale to very large global active global active networksnetworks
◆◆ Provide mechanism to ensure the security and Provide mechanism to ensure the security and 

safetyness of safetyness of active active nodes and nodes and active active networknetwork
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An IPv6An IPv6 ActiveActive Network Network 
ArchitectureArchitecture
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GCAP ProjectGCAP Project
◆◆ GCAP (IST 10504): “Global GCAP (IST 10504): “Global Communications Communications 

Architecture and Protocols for new QoS Architecture and Protocols for new QoS 
services over IPv6 Networksservices over IPv6 Networks””

◆◆ Active Active Networking support to Networking support to GCAP GCAP 
protocols and experimentsprotocols and experiments

◆◆ Active Active NetworkNetwork ServicesServices in in core core routers routers 
and edgeand edge--devicesdevices
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ArchitectureArchitecture
◆◆ PreservingPreserving normal routernormal router operationoperation

●● Router Router -- Assistant architectureAssistant architecture
◆◆ Full control Full control over packets fromover packets from L3 L3 toto L7L7
◆◆ SecuritySecurity::

●● Code upload Code upload by by network administratornetwork administrator
●● Code download using Code download using SSLSSL

◆◆ Active Active Node Location TransparencyNode Location Transparency
●● Packets Packets areare NOT explicitly addressed to Routers NOT explicitly addressed to Routers 

(nor Assistants) across the network(nor Assistants) across the network
●● ... but get processed by the network whatsoever... but get processed by the network whatsoever

◆◆ JAVA JAVA basedbased
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TheThe RouterRouter--Assistant ConceptAssistant Concept

Router’s
Assistant

Core
Router

• Router’s Assistant: performs packet processing up to application level

• Router: provides transparent active networking  

IPv4 or IPv6
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ConclusionsConclusions
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ConclusionsConclusions
◆◆ Active Active Network over IPv6 offersNetwork over IPv6 offers a flexible a flexible and and 

scalable network solutionscalable network solution
◆◆ ““pasivepasive” ” packetspackets forwarded withoutforwarded without performanceperformance

penaltypenalty
◆◆ Active Active Packets services executed Packets services executed in in Assistant Assistant 

devices devices => => processingprocessing load load is balancedis balanced
◆◆ Satisfactory Security level based on service Satisfactory Security level based on service 

restrictionrestriction
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Potential ApplicationsPotential Applications & & ServicesServices
◆◆ LargeLarge--scale Network Prototypingscale Network Prototyping
◆◆ Fast deployment of servicesFast deployment of services
◆◆ ReliableReliable MulticastMulticast SupportSupport

●● NAK NAK filteringfiltering
●● Information aggregationInformation aggregation

◆◆ Multimedia Multimedia SupportSupport
●● TranscodingTranscoding
●● multimulti--QoSQoS

◆◆ IntelligenceIntelligence
●● realreal--time time netnet status status and and rere--programmingprogramming

◆◆ Network managementNetwork management
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PrototypingPrototyping: stand: stand--alone solutionalone solution

Linux
Kernel

Java Execution
Environment

Active
Code

Active
Code

Active packet

Active packet

I1

I2

Code
Repository



21© 2001 Ingeniería Telemática - Universidad Carlos III de Madrid dll

RFCRFC--2711 2711 IPv6IPv6 RouterRouter Alert optionAlert option

◆◆ ValueValue:  A 2 octet code in network byte order with :  A 2 octet code in network byte order with 
the following values:the following values:

●● 0 0 =>=> DatagramDatagram contains a Multicast Listener Discoverycontains a Multicast Listener Discovery
message message 

●● 1 1 =>=> DatagramDatagram contains RSVP messagecontains RSVP message
●● 2 2 => => DatagramDatagram contains an Active Networks messagecontains an Active Networks message
●● 33--65535 65535 => => Reserved to IANA for future use.Reserved to IANA for future use.

0 0 0 0 0 1 0 1 0 0 0 0 0 0 1 00 0 0 0 0 1 0 1 0 0 0 0 0 0 1 0 ValueValue (2(2 octetsoctets))
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